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Energy Independence and Security Act (2007)

NIST has “primary responsibility to coordinate
development of a framework that includes protocols 

and model standards for information management to 

achieve interoperability of smart grid devices and 

systems…” 

“It is the policy of the United States to support the 

modernization of the Nation’s electricity transmission 

and distribution system.”
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Interoperability Frameworks to date
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The Physical Context for our Grid is Changing

Source: Tracking the Sun: Installed Price Trends for Distributed 
Photovoltaic Systems in the United States-2018 edition
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The Informational Context for our grid is changing
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Source (all): IEA 2017, Digitalization & Energy
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Interoperability requirements are changing

We need to understand the relationships between:
• Physical interoperability and conventional interoperability
• Interoperability and emerging economic opportunities
• Interoperability and cybersecurity 
• Standards and interoperability
• Device heterogeneity and interoperability

NIST Conceptual Models for Interoperability and the smart grid must 
evolve
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The Interoperability Value Proposition
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The Customer Value Proposition
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Smart Grid Conceptual Model (DRAFT V4)
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Smart Grid Conceptual Model (DRAFT V4)
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Source:  DRAFT NIST Smart Grid Framework 4.0

CustomerCustomer

• Generation including DER
– Technology diversity
– Physical proximity to transmission, 

distribution + customer domains
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Smart Grid Conceptual Model (DRAFT V4)
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CustomerCustomer

• Intelligent distribution system
– Increasing importance 
– Improved controllability + intelligence
– Connected to service provider domain 

(e.g., congestion mitigation)
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Smart Grid Conceptual Model (DRAFT V4)
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• Empowered consumers
– Operations & intelligence enters 

customer domain
– Customer diversity incorporated
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Smart Grid Conceptual Model (DRAFT V4)

• Generation including DER
– Technology diversity
– Physical proximity to transmission, 

distribution + customer domains
• Intelligent distribution system

– Increasing importance 
– Improved controllability + intelligence
– Connected to service provider domain 

(e.g., congestion mitigation)
• Empowered consumers

– Operations & intelligence enters 
customer domain

– Customer diversity incorporated
• Emerging Markets

– Platforms
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The Conceptual Model: Generation Including DER
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Updated Conceptual Model Domains

Each of described in depth in your pre-read (Appendix A)
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• Grid architectures are changing
– Driven by technology and policy

• Changes will impact
– Operations
– Economics
– Cybersecurity
– Testing & Certification

• No single architecture is “correct”
• NIST are not architects
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NIST perspective
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New Communication Pathways Scenarios
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High-DER Communication Pathways Scenario
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High-DER Communication Pathways Scenario
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Four Communication Pathways Scenarios
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Scenarios are not mutually exclusive
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Customer-Managed Microgrid
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Four Communication Pathways Scenarios
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New Framework Model for Language

As the electrical grid becomes more complex, 
the language used to describe the electrical 
grid must become commensurately more 
precise.

This requires a model ontology for the grid

24
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Jargon surrounds the electrical grid:
• Intelligence moving to the edge
• Data tsunami
• Grid architecture
• Cloud / fog computing
• Smart grid
• Microgrid vs backup power

The CPS Framework—A Tool to Understand the Smart Grid

The cyber-physical systems (CPS) 
framework provides a vocabulary of 
energy sector semantics, or 
ontology, through evaluation of CPS 
framework aspects and concerns
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• Functional
– Actuation
– Communication
– Controllability
– Functionality
– Manageability
– Measurability
– Monitorability
– Performance
– Physical
– Physical Context
– Sensing
– States
– Uncertainty

• Timing
– Logical Time
– Synchronization
– Time Awareness
– Time Interval & Latency

• Data
– Data Semantics
– Identity
– Operations on Data
– Relationship 

between Data
– Data Velocity
– Data Volume

• Lifecycle
– Deployability
– Disposability
– Engineerability
– Maintainability
– Operability
– Procureability
– Producibility

CPS Aspects and Concerns
• Business

– Cost
– Enterprise
– Environment
– Policy
– Quality
– Regulatory
– Time to Market
– Utility

• Human
– Human Factors
– Usability

• Boundaries
– Behavioral
– Networkability
– Responsibility (Illustrative relationships only)

• Trustworthiness
– Privacy
– Reliability
– Resilience
– Safety
– Security

• Composition
– Adaptability
– Complexity
– Constructivity
– Discoverability

INTELLIGENCE
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An Ontology for the Smart Grid
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Operations Key Interoperability Issues

• Physical and Conventional Interoperability
– Observability requirements
– Controllability requirements

• Deriving Interoperability Requirements
• Priority Interoperability interfaces

28
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Operations: Physics is changing at the grid edge

29

Observed frequency regulation and power factor 
issues at a distribution center, and observed current 
harmonic spectrum at the first transformer.

Source: Rad, et al. Analysis of the grid harmonics and their impacts on 
distribution transformers. (2012) https://doi.org/10.1109/PECI.2012.6184593

https://doi.org/10.1109/PECI.2012.6184593
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Operational dynamics – what’s going on?

30
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What role do new(er) resources have in this?
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The Conceptual Model: Generation Including DER
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Source:  DRAFT NIST Smart Grid Framework 4.0

Service 
Provider

CustomerCustomer

Solar

In 2018:
• Utility-scale solar =1.6% net generation
• Distributed solar = 0.7% net generation

Source: EIA Monthly Energy Review tables 7.2b and 10.6
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What are the other drivers?

33

Incandescent Bulbs

LED Bulbs

Source: NISTIR 8428
https://doi.org/10.6028/NIST.IR.8248

https://doi.org/10.6028/NIST.IR.8248
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Impacts are minimal when controlled for

34

Incandescent Bulbs

LED Bulbs

Source: NISTIR 8428
https://doi.org/10.6028/NIST.IR.8248

https://doi.org/10.6028/NIST.IR.8248
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Economics of Interoperability - Introduction
• Expectations of and within the electric power sector 

are changing rapidly.

• Increasing technical and organizational modularity
within the sector have opened opportunities for 
innovation by incumbents and new entrants.

• Combinatorial Innovation
• Recent developments are consistent with past 

historical experiences in which a
– "set of technologies, comes along that offers a rich 

set of components that can be combined and 
recombined to create new products”

– (Economics of Information Technology, Varian 2001)

• Interoperability benefits are much more than 
integration costs

35

Hurricane Irma Resilience Case Study



N I S T  s m a r t  g r i d  p r o g r a m

Economics of Interoperability – Key Messages
1. Interoperability can help overcome the barriers of device specificity 

and support the development of new grid services.

2. Interoperability is crucial to customer empowerment.

3. Interoperability can counter rising transaction and production costs 
associated with increasing complexity of interaction among diverse 
organizations of varying regulatory status.

4. Interoperability requirements relate directly to trustworthiness

5. Testing and Certification regimes improve the economics of interoperability 
by ensuring that devices, systems, and components perform as expected 
and are fit for purpose.
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Interoperability Levels

37
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Interoperability Levels and Standards Testing

• Considerable time/effort goes into standards-making

• Purchasers want “interoperable” products

• How is “interoperability” determined?

• Testing provides the facts to support claims of “interoperability”

38
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Standards T&C landscape analysis
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Interoperability Profile: Illustrative Landscape
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Interoperability Profile: IEEE 1547 Case Study
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Interoperability Profile: California Rule 21 Case Study
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See NIST DRAFT Interoperability Profile Description
https://www.nist.gov/document/draftinteroperabilityprofiledescriptionfinalpdf

https://www.nist.gov/document/draftinteroperabilityprofiledescriptionfinalpdf
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Interoperability Profile

• A profile is a description of a well-defined subset of the standard that 
has been agreed upon by a user community, testing authority or 
standards body. 

• The specification and use of profiles allows the interoperability gap to 
be narrowed by reducing the degrees of freedom of implementation 
flexibility in the context of interest by the device supplier, implementer 
and system owner.

• Basic set of elements for a profile include:
– Physical performance specifications
– Communication protocol
– Information model
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What we’re doing about it (Please join us!)
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THANK YOU
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